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Cryptographic Key Management for the 21st Century





As we move into an age where freedom of information is common place and ease of access is taken for granted, the need to protect sensitive information is greater than ever. As we move information from LANs to whole enterprises and from networks to inter-networks, the needs to publish and to secure information confront each other. And, as we move from clearly defined hierarchies and access routes to information-on-demand, a way to tame burgeoning information security risks becomes paramount.





Constructive Key Management (CKM)( is the solution for cryptographic security in the new information age. It resolves problems encountered in the past, provides cryptographic security needed today, and incorporates the flexibility needed to face the challenges that will surely arise tomorrow. CKM is the cryptographic key management solution for the next century.








1. 	Public-key Encryption





Public-key systems are based on asymmetrical encryption algorithms. These algorithms use one key to encrypt and a different key to decrypt. They are not interchangeable. This lack of interchangeability allows all persons to each “publish” a unique key (public key) for all others to use to encrypt messages and files that will be sent to them. Upon receipt, the issuer of the public key uses their corresponding “private” key to decrypt the message or file. 





Public-key systems require that lists be made of public keys and that such lists be readily available so that correspondents can use them to encrypt messages and files. The process of listing and maintaining public keys is relatively easy within a small group. The problem arises when correspondents increase in number and become more widespread. One question is, “How can one efficiently determine the public key of all persons that may become correspondents?” It is a good question -- and one without a good answer. Another question is, “How can one be assured the public key listed really has been issued by that person and is not a spoof to capture proprietary information?” To address this possibility, third party certificate authorities are being formed to validate public keys. This brings up another question -- “Are you ready to give a third party control over your ability to validate corporate correspondents?”





Public-key systems with certificate authorities are used when occasional ad hoc, one-to-one business is conducted between strangers. However, CKM is a better encryption system for users in defined populations, such as employees within a corporation.








�
2.	Constructive Key Management





CKM is not public-key cryptography. It is a patented, pre-positioned, symmetrical split key technology that is superior to public-key systems for known user populations. CKM is particularly suited for role-based access systems that look to the roles users have within an organization and to the information access that should be afforded those roles. Users’ access permissions are changed as their roles within an organization change.





CKM is a key management system for symmetric key algorithms that use a process of combining split cryptographic keys. When a file is encrypted under CKM, these “splits” are combined, along with random factors, to create a one-time encryption key. The full key is created only at the time of encryption, and is destroyed immediately after its use. The key can not be derived from the file or message header. The header contains the creator’s identity and permission labels indicating the audience of the file. Upon receipt, the header is decrypted and the permission labels are compared to labels within credentials assigned to the recipient. If the comparison is favorable, the cryptographic splits related to the permission labels are obtained and combined, the one time key is reconstructed, and the file is decrypted. The following diagram depicts the basic process:
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Notes:





(1) Contains permissions assigned to the sender. 





(2) Uses labels selected from the sender’s credentials and combines them with each other and with other splits to create a unique one-time key. 





(3) Contains indices that serve as pointers to the labels and other splits used to encrypt. Does not contain any key split information. The key can not be determined from the header.





(4) It does not matter how the encrypted message is transported. It can even be copied to a micro disk and sent by mail.





Contains permissions assigned to the recipient.�


(6) Decrypts the header and compares it to the recipient’s credentials. If the recipient has all the credentials needed, the information is decrypted.  





Management can recover all files since it controls the total permission label set and corresponding cryptographic splits. Thus, a mandatory private “key escrow” is established. 





Under current US export regulations, CKM can be tailored to allow for export to most countries. The mandatory private key escrow feature of CKM should allow for the import of CKM into countries that now exclude other key management systems. Contact STS directly if you have any export questions.





Multiple symmetric algorithms, including Data Encryption Standard versions, can be supported simultaneously by CKM within the same cryptosystem. Thus, multinational traffic can be supported by using algorithms appropriate for each country. CKM is infinitely scaleable, unlike server based public-key systems that impose increasing key management burdens as user populations increase. In addition, responsibility for management of the cryptosystem may be delegated within an organization in a manner that best fits each organization’s structure.





CKM can coexist with public-key systems within the same organization. Public-key can be used for the limited communications between unknown individuals while CKM is being used as the principal method of key management for most communications.








3.	Data Separation and Channeling





Data separation and channeling deal with the nature of information within a business and those who must have access to this information.














3.1	Information classification:





Most information that flows through a corporate system is not sensitive. Disclosure of this information would have no negative effect on strategy, sales, operations, etc. However, the inappropriate disclosure of some information may have a negative result and should be protected. A third type of information is so sensitive that improper disclosure could lead to significant negative impact on the corporation. The cost of protective measures must be evaluated based on potential risk.





For example, a corporation might have the following types of information:





	Unrestricted 	- No negative impact if disclosed.


	Proprietary	- Recognized negative impact on organization or employees if 				  disclosed.


			  Examples: Contract negotiation strategies, employee health 				  care matters, and executive itineraries regarding travel to high 				  risk countries.


	Confidential	- Significant adverse corporate impact if disclosed.


			  Examples: Strategies regarding law suits, funding and 				  	  results of critical R&D efforts, and proposed mergers and 				  acquisitions.	





We are not advocating a government type classification system under which authorized classification officers decide how to rank the sensitivity of each document. Instead, we are suggesting a user-defined system that provides an easy to use and flexible framework in which to work. 





3.2	Destination:





CKM allows security credentials to be shared with external organizations so that security of information may be maintained both internally and externally. Certain parties outside the organization may be given limited access in order to efficiently conduct business. Each external correspondent would be given restricted permission to correspond with selected roles within the company. For example, if two outside entities were linked to a cryptosystem, the following destinations might apply:





	Internal 	External - Company A	External - Company B


				


3.3	Readership level:





Virtually all corporations have various supervisory and management ranks, each with their own scope of authority and responsibility. For example, a corporation might have the following levels:





	Board of Directors	Manager 		Staff


	Executive		Supervisor





3.4	Subject:





Messages and files transmitted within a corporation deal with administrative matters or with subjects such as personnel, finance, manufacturing, marketing, R&D, etc. In addition, certain roles may be defined that are of particular significance to an organization. Such roles might be Legal, Security, etc. For example, a corporation might have the following broad subject categories:





	Administrative		Manufacturing		Legal


	Human Resources	Marketing		Security 


	Finance		R&D			


	


The following table summarizes the information categories and labels as described above:





Classification�
Destination�
Level�
Subject�
�
�
�
�
�
�
Unrestricted�
Internal�
Board of Directors�
Administrative�
�
Proprietary�
External - Co. A�
Executive�
Finance�
�
Confidential�
External - Co. B�
Manager�
HR�
�
�
�
Supervisor�
Manufacturing�
�
�
�
Staff�
Marketing�
�
�
�
�
R&D�
�
�
�
�
Legal�
�
�
�
�
Security�
�






3.5	Other categories:





Of course, the categories described above represent just one example of the types of information hierarchies that may be established. CKM provides each organization the ability to establish as many categories as needed, and to define each in a manner that makes the most sense for its unique informational needs.





So, what does this all mean? It means that information can be separated by sensitivity and channeled to those users with a need-to-know without the need to list and maintain public keys, without the need to use certificate authorities, and without the need to give the ability to recover encrypted matter to third parties.








4.0	Using CKM





Generally, all users are given permission to write to all others regardless of their position or the nature of the communication. Data separation is achieved by assigning read permissions as appropriate. This is somewhat analogous to each citizen being able to write a letter to the President but, conversely, not being allowed to read the President’s mail. As to Level, all users would be able to read communications restricted to their level or lower. External correspondents would not be assigned read rights to Internal. Also, users assigned to the Legal or Security Departments, would be the only users allowed to read traffic restricted to these roles. The system is very flexible. For example, a company may decide that Staff level would not be permitted to read Confidential information.





Here are some examples of the permission label set in use:





1) Employee sends message to HR regarding a personal health matter.


	This message would be categorized by the sender as:





Classification�
Destination�
Level�
Subject�
�
�
�
�
�
�
Proprietary�
Internal�
�
HR�
�



2) Employee sends message to Company A regarding routine supply requirements.


	This message would be categorized by the sender as:





Classification�
Destination�
Level�
Subject�
�
�
�
�
�
�
�
External - Co. A�
�
�
�



Note that under CKM the user is not required to select labels from all categories. Since multiple algorithms may be used, a corporation may wish to use a different algorithm when communicating with external parties. The use of multiple algorithms allows for cryptographic enforcement of information compartments by algorithm.





3) Executive sends message to Board of Directors regarding critical matter.


	This message would be categorized by the sender as:





Classification�
Destination�
Level�
Subject�
�
�
�
�
�
�
Confidential�
Internal�
Board of Directors�
�
�



CKM allows users to assign readership restrictions to messages and files with a few clicks of a mouse button. After a short time, users are selecting security labels within a few seconds. Most communications will fall under default settings. All the user has to know is that encrypted material can not be decrypted unless the recipient(s) has read permissions for the labels selected. This is easily accomplished since the labels are designed to follow the organizational structure and terms known to all employees.





What if the user encrypts but does not select any label? There is a “hidden” company key that is created on initial setup. This label is used when no label is selected for encryption. All users within the cryptosystem can read this label but at least privacy is afforded as to all outsiders.





As for decryption, once the recipient provides a valid passphrase, the process is automatic. CKM checks the credentials assigned to the user and, if they include read permissions that match the labels used for encryption, the data is decrypted.





5.	Inside CKM





CKM works on the principle of key splits. Labels, such as listed in the table above, are readable, understandable “addresses” for end recipient(s). Key splits are random bits associated with each security label. These splits are combined, along with organizational, random and maintenance splits, to make the unique session key. 





This session key is destroyed immediately after its use. The key is not sent with the message or file, nor can it be derived from the file header. Instead, the header lists, among other things, indices that refer to the labels selected by the user to encrypt the file. No cryptographic values are in the header.





One of the key splits is a random number based on the date and time from the computer, as well as other random factors. Even if multiple messages or files are sent to the same person under the same labels, the session key for each is unique.





Upon receipt, the CKM software decrypts the header and determines which labels were used by the sender to encrypt. These labels are compared to those assigned to the recipient as evidenced by the recipient’s credentials. If there is a match, the random split key values for these labels are retrieved and combined. The unique session key is reconstructed and the file or message is decrypted. Other than presenting a valid credential and passphrase, CKM software does not require any recipient input and performs the decryption function transparently.





An administrative software application functions as a policy manager. It is used to create permission labels and their corresponding cryptographic splits. A separate administrative application functions as a credential manager. It is used to create and assign credentials to all users. Individual credentials contain each user’s permission labels, algorithms that may be used by the individual, and other organizational policy restrictions. Credentials may be placed on various physical devices, including micro disks and smart cards, or installed on the user’s hard drive. 





Both the Policy Manager and Credential Manager administrative software are maintained and secured off-line, and thus the total label set is not exposed on a network.





Workstation software may be electronically distributed. Individual credentials may be electronically mailed and automatically installed on the physical medium of choice; however, they should not be activated until an initial passphrase is obtained from a trusted party, such as a supervisor. The credential manager software has a function that automatically creates the electronic mail that facilitates initial set up.





The following table describes the features, functions, and benefits of CKM:

















Constructive Key Management








Feature�
Function�
Benefit�
�
Variable keys�
Generates unique key for each transaction�
Requires no user intervention or record keeping


�
�
Writer defined readership�
Peer access to data�
One to many distribution


Information sharing on open systems platforms


�
�
Multiple algorithmic support�
User can choose from up to 10 different algorithms�
Multiple level security


Data compartmentalization


�
�
Electronic key distribution�
Can be modeled for an organization’s key update requirements


�
Dynamic key updates


Remote maintenance�
�
Logical labeling of information�
Labels as cryptographic key triggers�
Who talks to whom


about what information


on what device


�
�
Recoverable key management�
“Back-up” key process


administration controls


Company owns all keys


�
No information loss


Spare key / not anarchy


User cannot make keys�
�
Off-line administrative control�
Policy Manager and Credential Manager maintained off-line


 �
Total label set is not exposed to network compromise�
�
No keys in header of file�
Pointer information only -


zero vulnerability�
No possible unauthorized key reconstruction


�
�
Split knowledge security model�
Multiple parts of model needed to access information 


(software, physical (credential, passphrase)


�
Loss of one part of model does not compromise information or system


�
�
Fixed header size�
1024 Bytes (max.)


regardless of readership�
Performance and cost savings and efficiency


�
�
Authentication�
Name and ID signature on credential (on micro disk, PC card, smart card, or hard drive)





�
Restrict access to protected information.


Mobility on the network via token presence.


�
�
System transparency�
Application layer solution�
No changes to existing system (TSR, autoexec.bat, or config.sys)


Communication protocol independent


�
�
Flexible policy management�
Policies, such as passphrase length, credential expiration time, default label sets, credential manager and user options


�
Tailored and enforceable security policies�
�
Flexible label creation and management


�
Flexible label category and label definitions and access restrictions ( read-only, write-only) – different label sets may be used throughout an organization


�
Tailored security labels that reflect organizational structure and informational flows.�
�
Flexible credential design�
Templates, prototype users, credential sharing, etc.�
Allows each organization to customize to fit its policies and procedures


�
�
Distributed credentials management�
Distribute function by site, department, etc. based on organizational structure


�
Allows responsibilities to be split and delegated as appropriate�
�
Exportable / Importable labels


�
Selected security labels may be exchanged between organizations


�
Creates path between separate cryptosystems while maintaining organizational security


�
�






6.	CKM Applications





CKM is a versatile method of cryptographic key management that has applications beyond messaging. Wherever there is a need to direct distribution of information based on specified rules or roles, CKM can handle the task. In fact, CKM is best suited for complicated relationship models.





CKM applications are being developed for the Internet / Intranet. Web servers can restrict access to encrypted pages and even to links, graphics and other components within a page, based on permission sets distributed to users. Virtual secure voice networks can be set up on the Internet using CKM enabled stream encryption software.


Development of CKM plug-in security enhancements for Microsoft Office, Lotus Notes, Eudora, and other popular business applications is under way.





STS’s CKM-Mail( and CKM-File(are available today. CKM-Mail is a plug-in security enhancement for Microsoft( Exchange. CKM-File is a file encryptor that allows for the encryption of files that may be attached to any messaging application that allows attachments. It also can be used to secure files on hard drives. 





There is no other cryptographic key management system that has the security, flexibility and scalability of CKM.





STS, in connection with substantial teaming partners, is developing the SuperCard(, a smart card with enormous capacity. The SuperCard will have the capacity and encryption to provide both logical and physical access control functions, as well as encryption capability on the card. The number of applications for the SuperCard is substantial as we enter the 21st Century.





We would be pleased to discuss our products, including custom applications of our CKM technology, SuperCard, and export regulations. Please give us a call at (703) 506-9069.
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